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Abstract: Companies operate in a dynamic and constantly changing environment with increasing risks
and growing complexity. Effective internal controls and internal control systems can help to reduce these
risks and make them more manageable. The purpose of this article is to illustrate and discuss the added
values, limitations, costs and benefits of internal control based on scientific publications. Studies indicate,

for example, that internal control provides significant added values and benefits for companies in various
forms, such as a positive effect on the market value, on internal business processes and on investors’
financing decisions. Nevertheless, it is often viewed as merely fulfilling regulatory requirements. But it is
important to note that internal control weaknesses have led to the collapse of well-known large companies
in the past. Therefore, effective internal controls and internal control systems are integral elements of
an adequate and proper management system. Internal control systems and their effectiveness should be
analysed in future research work, considering the changes brought about by increasing digitalisation

(such as artificial intelligence), agile working methods and the challenges of New Work.
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INTRODUCTION

The global economy is becoming increasingly dynamic, which means that companies are operating
in a highly complex environment. As a result, the competitive pressure on companies is increasing
and the associated risks, such as the increasing market risk due to this highly competitive situation,
are growing (cf. Liu and Wang 2019, 1; Siepermann 2008, 81). Companies should therefore reduce
their (individual) risk factors so that they can build up a certain level of resilience, keep up with the
competition and generate profits at the same time. One solution is to design and implement customised
internal controls that are effectively managed and operated. Focussing internal controls solely on the
company’s market situation is not expedient. Internal controls or rather an internal control system
should align with the overarching corporate strategy, internal control processes and control objectives
(cf. Lansiluoto et al. 2016, 6, 24ff). Many companies, especially small and medium-sized enterprises,
associate the establishment and operation of internal controls or rather an internal control system with
the fulfilment of legal requirements (cf. Ruud et al. 2018, 18). In addition, several financial scandals in
the international financial and business world attracted attention in the early 2000s. These were caused by
errors in the internal control systems of companies (cf. Kratz 2008, 5). The US energy company Enron
collapsed in 2001 due to accounting fraud and artificially inflated profits (cf. Kratz 2008, 5). WorldCom,
the third largest telecommunications company in the world at the time (cf. Fox 2008, 409), also suffered
from accounting fraud in 2002. WorldCom engaged in fraudulent activities such as backdating contracts,
understating costs and concealing debts through accounting tricks. These are just three examples of the
many (fraudulent) irregularities that occurred at WorldCom (cf. Gamage et al. 2014, 26). In addition
to other US companies, such as Bernie Madoff (former financial and stockbroker) and the American
International Group (AIG), companies worldwide were involved in accounting scandals (cf. Umar and
Umar Dikko 2018, 13; Gamage et al. 2014, 26): The South Korean conglomerate Daewoo Group, the
Indian software and consulting company Satyam Computer Services, the British investment company
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Barlow Clowes and the German conglomerates Daimler and Siemens as well as others (cf. Ewelt-Knauer
et al. 2015, 1012; Gamage et al. 2014, 26). The German financial services provider wirecard is a more
recent example of balance sheet fraud (cf. Bender et al. 2022, no page). This article will explore the
added values and benefits that internal controls and an internal control system can provide to a company
beyond regulatory compliance. It will also examine the limitations and attempt to evaluate their costs and
benefits. The conclusion will summarise the key findings and provide suggestions for future research.

RESEARCH METHODOLOGY

This article is primarily based on a literature analysis. The aim is to present the current state of
research on the added values and limitations of internal controls or rather internal control systems and
to demonstrate a theoretical construct for the costs and benefits. Relevant published research results on
the three subject areas are intended to give readers a deeper understanding and provide managers in
companies with a compact overview and impulses on the topics.

RESULTS

The added values of internal controls or rather internal control systems can be categorised into two
perspectives: an overarching perspective focussing on the company as a whole and an internal perspective
focussing on internal processes and structures.

In performance research on internal control, there is evidence that effective internal control systems
promote the profitability, growth and continued existence of the company and safeguard its assets (cf.
Arad and Jamshedy-Navid 2010, 1). Gal and Akisik (2020, 1228) concluded that effective internal
controls regarding financial reporting not only have a significant positive impact on the company’s market
value, but also increase it. Ibrahim et al. (2017, 693) suggest that companies can achieve better financial
results by implementing an effective internal control system, conducting internal risk assessments,
actively monitoring and having an appropriate IT infrastructure. Furthermore, companies that invest in
an effective internal control system have a higher financial performance than those with weak internal
control systems (cf. Origa 2015, 31). In addition, external stakeholders, such as lenders, consider the
published information on a company’s internal control system to be important for their investment
and financing decisions (cf. Deumes and Knechel 2008, 56f, 59ff). The design and effectiveness of the
internal control system in particular are the main focus of external lenders, as both factors impact the
valuation and lending decisions of investors (cf. Schneider and Church 2008, 1, 11f). If the company has
a formalised, documented and effective internal control system, it generally has a positive influence on
the investors’ risk classification. This, in turn, makes it easier to raise capital (cf. Bungartz 2020, 45f).
Weaknesses in the internal control system could therefore reduce the financing volume (cf. Schneider and
Church 2008, 1, 11f).

Regarding the internal perspective, the company’s business processes are the main focus. The
internal control system can identify operational weaknesses in the business processes, allowing for
process optimizations to be initiated. Additionally, the introduction of an internal control system can
lead to greater stability in business processes by documenting key processes. Process documentation
can also have a positive effect, particularly when training new employees or dealing with staff turnover.
Familiarisation period can be shortened. Process documentation provides external stakeholders with
insight into key business processes, which in turn corresponds to the advantages of the overarching
perspective described above. As the company deals with risks and internal controls in detail, this
subsequently strengthens the employees’ risk awareness, which can have a positive effect on the detection
and avoidance of errors (cf. Bungartz 2020, 45). Internal management reports on the internal control
system provide management with additional information — for example, to make decisions on the extent
to which the internal control system can be optimised and the reports contain indicators for the future
existence of the company (cf. Hermanson 2000, 340). Furthermore, internal controls assist management
in efficiently allocating resources to achieve corporate goals (cf. Arad and Jamshedy-Navid 2010, 1).
The literature and practice extensively discuss whether internal control generates shareholder value (cf.
Ross et al. 2021, no page; Qi et al. 2017, 1101f; Pfister 2009, 28). Internal control already has an inherent
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indirect link to the company’s performance, as it is a component of the company’s internal business
processes and therefore part of the corporate organism. Assuming that top management focusses strongly
on the design and performance of internal controls, the effectiveness and efficiency of business processes
will generally increase. As a result, costs are reduced and the company’s results are positively influenced.
An adequate internal control system increases the reliability of financial results and ensures compliance
with internal and legal regulations. Therefore, the possibility of the company being accused in cost-
intensive legal proceedings decreases, which particularly impacts its reputation and can ultimately result
in reduced earnings. However, if effective internal control is seen as internal control with a high degree
of formalisation, a possible positive effect on the company’s performance becomes questionable. This
may even lead to increased costs. This example illustrates that the relationship between internal control
and company performance is not always clear (cf. Pfister 2009, 28). Lastly, it is important to note that
top management’s focus on internal control alone may positively influence the objectives of an internal
control system: Effectiveness and efficiency of operational business processes, reliability of reporting and
compliance with laws, regulations and internal policies (cf. Pfister 2009, 28; Rittenberg and Miller 2005,
14, 22). To summarise, the aforementioned focus of management on greater effectiveness means that
there is a high probability that internal control will contribute to improving results — but it is not a driver
of performance itself (cf. Pfister 2009, 28, cf. also Simons 2005).

However, even well-designed internal control systems that have been in place for years have
inherent limitations that can compromise their effectiveness and functionality and ultimately hinder the
achievement of corporate objectives. The limitations of internal control are twofold: the “human factor”
in the form of errors, omissions, fraudulent actions and the trade-off between cost and benefit aspects (cf.
Pfister 2009, 30). These two inherent limitations of internal control make it clear that, despite well-designed
internal controls, there is always a residual risk of the unexpected due to the behaviour of employees and
the resulting consequences, which cannot be foreseen (cf. Pfaff and Ruud 2007, 23). Bungartz notes that
human errors can result from negligence, distractions, errors of judgement and misinterpretation of work
instructions. Omissions occur when employees responsible for certain controls misuse or neglect their
responsibilities (cf. Bungartz 2020, 45). Additionally, employees are often required to make decisions
under time pressure with incomplete information. It is possible that these decisions were made incorrectly
and may need to be changed or corrected later (cf. COSO 1992, 76). For instance, if the assessment of risks
is made incorrectly and inaccurately, risks that have a negative impact on the achievement of corporate
goals can be misjudged or, in the worst case, ignored (cf. Pfister 2009, 30). Subsequently, fraud is defined
as the circumvention or deliberate overriding of the internal control system by company management or
employees. This can occur between employees within the company or through fraudulent collaboration
between internal employees and external parties, such as customers or suppliers (ct. Bungartz 2020, 45).
In summary, it can be stated that the integrity of management and the individual attitude and behaviour
of each employee are particularly important factors for the effectiveness of the internal control system
(cf. Pfister 2009, 31).

In many cases, regulations require the establishment and operation of internal controls or rather an
internal control system. However, companies may require varying financial and time resources depending
on their financial situation (cf. Krishnan 2005, 655). Companies in a weak financial position may focus
on cost-saving to avoid insolvency and invest fewer resources in an effective internal control system
(cf. Pfister 2009, 31). On the other hand, it is not guaranteed that high investments and strong internal
control structures will result in high-quality internal controls (cf. Pfister 2009, 32). As a result, company
management may choose not to implement certain internal control measures if they assume that the costs
outweigh the benefits (cf. Bungartz 2020, 45). In most cases, internal controls or rather internal control
systems are required by regulation. Their benefits and added values may not always be immediately
apparent due to the inherent complexity of an internal control system (cf. Kinney 2000a, 88). Non-routine
business processes, for example, are difficult or even impossible to capture by an internal control system,
as they only run very irregularly. Additionally, internal or external factors may temporarily override the
internal control system’s functionality for a short period of time (cf. Bungartz 2020, 45). Nevertheless, it
is important for a company’s top management to evaluate the cost-benefit potential when implementing
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and operating an internal control system (cf. COSO 1992, 751, 771, cf. also 4, 11, 116).
The issue of top management can be discussed using the model-theoretical approach presented in
the following figure (figure adapted from Pfister 2009, 32 and Kinney 2000b, 91):
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Fig. 1. Costs and benefits of internal control from a model-theoretical perspective

The figure illustrates the correlation between the total costs (blue line) and the internal control
quality. The total costs are made up of the decision error costs, the asset losses, the residual risks (red
line) and the internal control operating costs (orange line). According to the model theory, the ‘optimum’
of the total costs is attained when the sum of the decision error costs, the asset loss and the residual risks
are balanced with the internal control operating costs. When designing and implementing the company-
specific internal control system, top management should aim for this ‘quality optimum’ in terms of model
theory. This is marked in the figure by the highlighted intersection of the graphs (cf. Pfister 2009, 31;
CICA 1995, 3). The figure also shows that despite high investments in internal controls and the associated
high degree of formalisation of internal control, certain residual risks remain. Even if the internal control
system is comprehensively designed with sufficient functionality, not all influences and factors that affect
the internal control system can be predicted and taken into account (cf. Pfister 2009, 31f). Furthermore,
many decisions on the cost-benefit balance cannot be made entirely independently by the company. In
many cases, there are regulatory requirements and minimum standards. For instance, the Sarbanes-Oxley
Act in the USA establishes minimum standards for the level of formalisation of internal control that
companies must comply with. These minimum standards subsequently affect the balance between the
costs and benefits of internal control (cf. Pfister 2009, 32).

CONCLUSION

An effective and well-designed internal control system provides a company with protection against
errors, omissions, failures and fraudulent behaviour. It is important to note that this protection is not
absolute. The examples cited, from Enron and WorldCom to Siemens and wirecard, demonstrate the
importance of an internal control system, as well as its vulnerability to deliberate or unconscious offences.
Furthermore, when designing and operating an internal control system, top management must consider
regulatory requirements, costs and benefits. Nevertheless, the aforementioned research results of the
literature analysis suggets that an internal control system is an integral element of management systems
(cf. Suarez 2017, 10). The primary purpose of internal control is to safeguard and enhance the efficiency
and effectiveness of business operations, as well as both internal and external financial and non-financial
reporting, while also ensuring compliance with relevant laws and regulations (cf. COSO 2013, 3).
Therefore, it should always be more than compliance with and fulfilment of regulatory requirements and
thus also be understood and lived by the company’s management and employees. Future research should
look more closely at the model-theoretical question of the ‘optimal’ balance between the cost and benefit
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aspects of internal control with a focus on quantification. In addition, it is important to analyse current
influencing factors, such as agile working methods, artificial intelligence in the course of the increased
digitalisation of companies and the challenges of New Work, which affect the overall construct of an
internal control system and its effectiveness.
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BbTPEIIEH KOHTPOJI: JOBABEHA CTOMHOCT, OTPAHUYEHMUS,
PA3XO/JH 1 ITOJI3HU

Peztome: Komnanuume pabomsm 6 OUHAMUYHA U NOCMOSHHO NPOMEHAWA ce cpedd C HaApacmeauju
puckose u crodcHocm. Eexmuenusm evmpeuwien KOHMpos u cucmemume 3a bmpeuler KOHmpoi MO2am
0a NoMOSHAM 34 HAMAJIAI8AHE HA Me3U PUcKoge u 0a 2u Hanpaesam no-ynpasisiemu. Lleima na masu
cmamus e 0a uocmpupa u 06cvou 00b6aseHama CmouHOCM, 0ZPAHUYEHUAMA, PA3Xooume u noa3ume
om 8bMpewHUsi KOHMPOL 6b3 OCHO8A HA Hayunu nyonuxayuu. Ilpoyusanusma noxaszeéam Hanpumep,
ye GLMPEWHUAM KOHMPOL OCUSYPABA 3HAYUMETHU 000aA8eHU CIMOUHOCMU U NOA3U 34 OpPYdCeCmeama
nOO paziuyHu Gopmu, Kamo Hanpumep NON0NCUMENEeH eheKm 8bpXy NA3apHAMA CMOUHOCH, GbpXY
sbmpewHume OUsHeC Npoyecu U bpXy peueHusma Ha uHeecmumopume 3a uuancupate. Bvnpexu
Mo6a Mot 4eCmo ce pasenexncod Kamo npocmo U3NwbIHeHUue Ha peyiamopHume UsUckeanus. Bajicno e
obaue 0a ce ombenedcu, e crabocmume HA BbMPEUHUS KOHMPOT ca 008eu 00 paruma Ha U38eCmuu
2onemu KoMnauwuu 6 munaromo. Emo 3awjo ehexmusnusm evmpeuien KOHMPOL U cucmemume 3d
8bMpeuLer KOHMpOI Ca Hepaz0eHu eleMeHmu Ha eOHa A0eK8Amua U NPAGUIHA CUCIeMA 3d YNpasieHue.
Cucmemume 3a bmpeuieH KOHMPOL U MAXHAMA eheKmuU8HOCm c1edsa 0a bb0am aHaIUUPanu 8 bvoewa
uscnedosamencka paboma, Kamo ce 83emMam npedsud NpoMeHume, npeoussUKAHU Om Hapacmeauwama
yughposusayus (kamo u3KycmeeHus UHmeneKm), 2b8Kasume Memoou Ha paboma u npeou3suUKamencmsama
Ha Hoéama paboma.

Knrouosu oymu: ssmpeuier KOHmpoi, cucmema 3a 8bmpeuler KOHmpoi, YnpasieHue Ha puckd, 006aseHu
CMOUHOCIU, 02PAHUYEHUS, NOI3U, PA3XOOU
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